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Elliptic-curve cryptography (ECC) is an approach to public-key 
cryptography based on the algebraic structureof elliptic 
curves over finite fields. ECC requires smaller keys compared to non-
ECC cryptography (based on plain Galois fields) to provide equivalent 
security.[1]

Elliptic curves are applicable for key agreement, digital 
signatures, pseudo-random generators and other tasks. Indirectly, 
they can be used for encryption by combining the key agreement with 
a symmetric encryption scheme. They are also used in several integer 
factorization algorithms based on elliptic curves that have applications 
in cryptography, such as Lenstra elliptic-curve factorization.

Public-key cryptography is based on the intractability of certain 
mathematical problems. Early public-key systems are secure assuming 
that it is difficult to factor a large integer composed of two or more 
large prime factors. For elliptic-curve-based protocols, it is assumed 
that finding the discrete logarithm of a random elliptic curve element 
with respect to a publicly known base point is infeasible: this is the 
"elliptic curve discrete logarithm problem" (ECDLP). The security of 
elliptic curve cryptography depends on the ability to compute a point 
multiplication and the inability to compute the multiplicand given the 
original and product points. The size of the elliptic curve determines 
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original and product points. The size of the elliptic curve determines 
the difficulty of the problem.
The primary benefit promised by elliptic curve cryptography is a 
smaller key size, reducing storage and transmission requirements, i.e. 
that an elliptic curve group could provide the same level of 
security afforded by an RSA-based system with a large modulus and 
correspondingly larger key: for example, a 256-bit elliptic curve public 
key should provide comparable security to a 3072-bit RSA public key.
The U.S. National Institute of Standards and Technology (NIST) has 
endorsed elliptic curve cryptography in its Suite B set of 
recommended algorithms, specifically elliptic curve Diffie–
Hellman (ECDH) for key exchange and Elliptic Curve Digital Signature 
Algorithm (ECDSA) for digital signature. The U.S. National Security 
Agency (NSA) allows their use for protecting information classified up 
to top secret with 384-bit keys.[2] However, in August 2015, the NSA 
announced that it plans to replace Suite B with a new cipher suite due 
to concerns about quantum computing attacks on ECC.[3]

For current cryptographic purposes, an elliptic curve is a plane 
curve over a finite field (rather than the real numbers) which consists 
of the points satisfying the equation

y2=x3+ax+b mod p

along with a distinguished point at infinity, denoted ∞.
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Suppose Alice wants to send a signed message to Bob. Initially, they must 
agree on the curve parameters: (EC, G, n)
In addition to the field and equation of the curve, we need, a base point 
of prime order on the curve;

Parameter

CURVE the elliptic curve field and equation used

G elliptic curve base point, a generator of the elliptic curve with 
large prime order n

n integer order of G, means that nG=0

The generation of domain parameters is not usually done by each participant because this involves 
computing the number of points on a curve which is time-consuming and troublesome to implement. 
As a result, several standard bodies published domain parameters of elliptic curves for several 
common field sizes. 
Such domain parameters are commonly known as "standard curves" or "named curves"; a named 
curve can be referenced either by name or by the unique object identifier defined in the standard 
documents:
NIST, Recommended Elliptic Curves for Government Use•
SECG, SEC 2: Recommended Elliptic Curve Domain Parameters•
ECC Brainpool (RFC 5639), ECC Brainpool Standard Curves and Curve Generation•
SECG test vectors are also available.[9]

NIST has approved many SECG curves, so there is a significant overlap between the specifications 
published by NIST and SECG. EC domain parameters may be either specified by value or by name.
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OpenSSL library

https://en.wikipedia.org/wiki/SHA-2

SHA-2 (Secure Hash Algorithm 2) is a set of cryptographic hash 
functions designed by the United States National Security 
Agency(NSA).[3] Cryptographic hash functions are mathematical 
operations run on digital data; by comparing the computed "hash" (the 
output from execution of the algorithm) to a known and expected hash 
value, a person can determine the data's integrity.

SHA-2 includes significant changes from its predecessor, SHA-1. The 
SHA-2 family consists of six hash functions with digests (hash values) 
that are 224, 256, 384 or 512 bits: SHA-224, SHA-256, SHA-384, 
SHA-512, SHA-512/224, SHA-512/256.
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